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ABSTRACT : Due to the rapid growth in the field of Internet, the related security mechanisms are the key area
of research. Firewalls serve the solution for secured Internet experience. Latest firewalls are fully-equipped for
providing hi-end security to the network. However, due to the continuous growth of security threats, the firewall
mechanisms and policies are compulsorily needed to get updated. The manual processing for detecting anomalies
in firewall is complex and often error-prone. Any minor change in the rule set of firewall leads to the requirement
of rigorous analysis for maintaining the consistency and efficiency of firewall mechanism. The presented paper
covers the advancements of various approaches proposed by researchers in this field. This paper also discusses the
policies for creating, modifying and sustaining the rule sets of firewall in such a way that makes the rule set
optimal and free from known anomalies.

I. INTRODUCTION
A firewall is a system acting as an interface between a
network and one or more external networks. It helps
implementing the security policy of any network by deciding
which packets to let pass through and which to block, based
on the set of rules defined by the network administrator.
Any error in defining the rules may compromise the system
security by letting undesired traffic pass through or blocking
the desired traffic. The rules when defined manually often
results in a set that contains conflicting, redundant or
overshadowed rules, which creates anomalies in the firewall
policy. A network firewall protects a computer network from
unauthorized access. Network firewalls may be hardware
devices, software programs, or they may be a combination
of the two. Network firewalls guard an internal computer
network (home, school, business intranet) against malicious
access from the outside. Network firewall may also be
configured to limit access to the outside network of internal
users. If passwords provide a ‘door’ to cover the ‘doorway’
into your ‘house’, then firewalls provide ‘shutters’ to cover
the ‘windows’. A firewall does absolutely nothing to protect
the windows you leave open - that’s the job of the programs,
which provide the services at those windows.
The firewall is ideally a separate computer, which exists
between a network and the Internet. It can be a purposebuilt device - some of them are available as small black
boxes which look like network hubs. This computer can be
any old 486, with a highly secure operating system that
provides an inbuilt firewall. None of the network computers
should be able to access the Internet or can be accessed
from the Internet without going through the firewall.

II. FIREWALL RULES
Whenever a packet is tested by the Firewall, it means
that the header of the incoming or outgoing packet is tested
against all the rules one by one, which are stored in the
Firewall rule set. The rules in the Firewall rule set consists
all the header information like source and destination
address, source and destination port address and the

corresponding action to performed i.e. whether to accept or
deny any packet which matches all the other fields of any
rule in the rule set. The rules are stored in the rule set in
the following format,
<order> <prtcl> <S_ip>
<D_port> <action>

<S_port>

<D_ip>

Here all the terms have respective meanings with
properly defined domains. Order is the number at which the
rule is stored in the rule set, prtcl is the type of the protocol
specified in the packet’s header, s_ip and s_port are the
source machines’ IP address and port number respectively.
Similarly D_ip and D_port are the IP address and port
number of the destination. In the last action field defines
the resulting action to be performed on the packet which
matches all the previous fields. The action field can be either
ACCEPT or DENY. These rule sets of any firewall defines
the Security Policy of that organization. The security policy
of any organization is very dynamic i.e. it can be altered
anytime whenever the administrator wants to modify the
rules. So such frequent changes are the reason for the
inconsistencies in the rule set.

III. FIREWALL ANOMALIES
As the rule set is very large it becomes difficult to
check all the rules for any redundancy. Hence the
updating of rule set may generate erroneous set of rules
which are unable to perform their intended job i.e.
protection from unauthorized access to the network or
from the network. These errors in the rule set are called
anomalies that have to be detected and removed from
rule set for the efficient working of any firewall. Till date,
five types of anomalies are discovered and studied namely,
Shadowing Anomalies, Correlation Anomalies,
Generalization Anomalies, Redundancy Anomalies, and
Irrelevance Anomalies.
A. Shadowing anomaly
Two rules are said to have shadowing anomaly,
whenever the rule which comes first in rule set matches all
the packets and the second rule which is positioned after
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the first rule in rule set does not get chance to match any
packet because the previous rule has matched all the
packets. It is a very critical problem since the rule coming
later to the previous rule will never get activated. Hence the
traffic to be blocked will be allowed or the traffic to be
permitted can be blocked.
B. Correlation anomaly
Two rules are said to have correlation anomaly if both
of them matches some common packets i. e. the rule one
matches some packets, which are also matched by the rule
second. The problem here is that the action performed by
both the rules is different. Hence in order to get the proper
action such correlated rules must be detected and should
be specified with proper action to be performed.
C. Generalization anomaly
Two rules which are in order one of them is said to be
in generalization of another if the first rules matches all the
packets which can be also matched by the second rule but
the action performed is different in both the rules. In this
case if the order is reversed then the corresponding action
will also be changed. The rule, which comes later in the rule
list, is shadowed by the previous rule and also it has no
effect on incoming packets. The super set rule is called
General rule and the subset rule is called Specific rule. If
such generalization relation exists between two rules then
the super set rule should be placed after the subset rule in
the rule list.
D. Redundancy anomaly
Two rules are said to be redundant if both of them
matches some packets and the action performed is also the
same. So there is no effect on the firewall policy if one of
redundant rules will be removed from the rule set. It is very
necessary to search and remove the redundant rules from
the rule set because they increase the search time, space
required to store the rule set and thus decrease the efficiency
of the firewall. The firewall administrator should detect and
remove such redundant rules to increase the performance
of the firewall.
E. Irrelevance anomaly
Any rule is said to be irrelevant if for a given time
interval it does not matches any of the packets either
incoming or outgoing. Thus if any type of the packets do
not match a rule then it is irrelevant i.e. there is no need to
put that rule in the rule set. Till now all the above four
anomalies are detected and removed successfully but
irrelevant anomaly is still not completely defined in any
automated software implementation yet.
The size of the rule set varies according to the type of
the organization. Generally the rule set is very large because
different administrators come and modify the policy rules
according to their requirements and so is the reason of
occurrence of anomalies. Because of the large size of the
rule set it is difficult to detect anomalies by manually
checking the rules one by one. So there is different software
implemented to perform the job of anomaly detection and
removal automatically.

Anomaly
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Rule
Verification

Output
Generation
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Review
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Fig.1. Firewall proposed rule set review mechanism.

IV. EVOLUTION
The endless growth of internet in today’s commercial
and technical scenario finds the need to secure the data
which should be protected against unauthorized access.
Firewalls perform this job of protecting any network. A lot
of research work has been done in the field of Firewalls.
The main problem that arises in firewalls is that anomalies
are generated during updating the rules in the rule set. So
the main interest of research is the detection and removal
of firewall anomalies. There are a number of approaches for
this, which varies to each other in some implementation
context.
Anomaly free editing in firewall policy rules which
includes insertion, deletion and modification in rule set with
the help of a tool developed Firewall Policy Advisor (FPA).
All this work was carried out on a single firewall
environment. All the anomalies of single and multi firewall
environment were detected and a set of algorithms defined
to automate this process by creating a policy tree of rules
in the rule set of a firewall [1-4].
Chotipat and Chomsiri introduced a method of
analyzing packets from the filtering rule list by using the
concept of Relational Algebra in 2004 [5,6]. They mapped
the firewall rules onto relations. Then by performing
various relational algebra operations like select, project,
join, set difference etc. some anomalies have been
discovered and removed. A raining 2D box model was also
represented which shows a simulation of packets by
rectangular boxes, which fall, like rain.
An open source application implemented which validates
large computer networks. It explains the generic network
rules and automatically detects the selected anomalies. This
work is based on the concept that in every network there
are some global variables that can be profitably used for
detecting network anomalies irrespective of the type of
networks, its users and the equipments used in the
networking. This work describes that how the firewall
anomalies can be detected and removed by performing the
analysis of network behavior using all types of signatures
of attacks [7].
The process of protecting a network with the help of a
firewall designed by the software called Firmatto. It designs a
new anomaly free set of rules based on the present firewall
rule set and places a new firewall with this new rule set in
between the previous one and the outside network. The
drawback of this approach was that it does not provide any user
interactions and its performance degrades for large rule sets [8].
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The rule ordering and optimization is done by use of
Direct Acyclic Graphs and also a proof was given to show
that this problem is NP- hard. A study of simulation results
was presented to show that by performing rule optimization
and reordering we could increase the firewall efficiency
along with maintaining policy integrity [9].
In addition to these static approaches this task of
anomaly detection and removal by using maximum entropy
method. They developed a behavioral based method to
detect and remove anomalies in network traffic. A comparison
is done on current network traffic against baseline
distribution, which gives a multidimensional view of network
so that the administrator can easily detect anomalies that
cause abrupt changes in the network traffic and it also
provides the information about the detected anomalies [10].
A method for detection and removal of Firewall policy
anomalies within a set of given firewall rules by using the
relationship between the rule attributes [11]. They further
extended their work [12] and again performed the task of
anomaly detection and removal, but this time on both
firewalls and network intrusion detectors; so that the network
security policy will be prevented from unknown attacks as
well as it can undergo the process of detection and removal
of firewall misconfigurations.
A new algorithm for merging of rules to decrease the
firewall rule set and so increasing the firewall efficiency [13].
Katic and Pale [14] in 2006 have presented a similar
system to reorder and merging firewall rules but on LINUX
firewall rules. This software is called FIRO, which was used
with IP tables in LINUX, which can be adopted for any
other operating system.
For large number of rules in the rule set a better
approach was introduced for rule ordering that performs the
processing of each packet individually. They checked the
hit rate of each rule in the rule list and frequently matching
rules are placed at higher priorities, the delay introduced
due to mismatching rules is then considered as a limiting
factor to perform a firewall at its best. A simple algorithm
was presented for Access Control Lists’ optimization and it
was checked against several simulated rule sets generated
by an in house numerical model which generates Access
Control Lists and traffic flows based on given parameter
set. This simulation results in an increase of 23% firewall
efficiency [15].
Acharya et. al., have performed a traffic aware firewall
optimization. Their work was based on traffic characteristics,
which affects abruptly the firewall performance. So they
implemented a technique to automatically update the firewall
rule set based on any dynamic changes in the traffic flow.
Also they have showed that by altering firewall rule order it
could increase the performance and reduce the expected cost
to lowest. They presented a better simulation framework in
Aug. 2006 [17]. Now they performed a study and analysis
of different firewalls. In this they invented some new
methodologies to perform inspection and analysis on both
multi dimension firewall rules and traffic logs. It explains the
importance of traffic information in the process of firewall
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optimization. Simulation software was implemented to perform
a study, analysis, and evaluation of multidimensional listbased firewalls.
Because of today’s large organizations they have a large
set of policy rule. And so it has become more difficult to
manually check and correct any errors that occur due to
existence of any anomalies. A method to deduce firewall
policy rules by mining its network traffic log with
Association Rule Mining and mining firewall log using
frequency was introduced in 2006 [18]. This process can
detect so many hidden and undetectable anomalies also it
identifies decaying rules and dominants and treats them
accordingly. It results in an anomaly free firewall rule set
which is based on the dynamic network traffic logs’ mining.
Osman et. al., [19] has shown that in high speed
networks with the help of their algorithms M-CUSUM
(Multiple channel Cumulative Sum) we can detect anomalies
online from a high speed network. The algorithm M-CUSUM
is based on the calculation of the counter value of each
bucket in the proposed reversible sketch i.e. K- ary Hash
Table functions.
A new concept of use of genetic algorithms was to
improve the firewall performance that has a large rule set of
about thousands rules. To perform firewall policy rule set
optimization is proven to be NP- hard so an optimal solution
was given using binary integer program with branch-nbound methods. As an alternative approach the use of
genetic algorithms Meta heuristic adaptive search algorithm
was explained, and the experimental results show that it
effectively increases firewall performance.
Capretta (2007) has performed conflict detection in Coq
language. They defined all the anomaly rules in Coq and
then performed anomaly detection process. A proof was also
shown for the correctness of the Coq algorithm, which
detects all the possible anomalies in the given rule set [20].
Haakon et. al., carried out an analysis about all the
simulation work done and presented a comparison among
all the anomaly detectors. The result shows that any of the
detectors designed till now are not effective so some central
requirements are defined like problem formulation, training,
testing and validation [21].

V. RECENT SCENARIO
Along with automatic detection of firewall
misconfigurations a new feature of dynamic routing
information. It provides the complete view of the network
that helps in defining optimization to improve the scalability
of designed software [22].
Recently a new method of representation of policy rule
set by using Direct Acyclic Graphs so that the firewall
performance increases by a sorting algorithm which optimizes
and reorder the policy rules to achieve a better rule set.
This gives an optimal ordered rule set which gives better
performance in 98% cases [23].
An open source Linux based firewall software for packet
filtering which gives a complete graphical user interface for
policy rule insertion, removal and to keep the rule set
consistent [24].
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VI. CHALLENGES
In case of firewalls whenever the rule set is static and
well organized till then only we can expect the firewall to be
free of anomalies. But as the size of rule set of a firewall is
comparatively large for large organizations, so the rule set
manipulation is a difficult task. And from the first
configuration of the firewall it is updated every time a new
administrator takes over. Depending on the organization if
there is a frequent change in the management then security
policies are also applied accordingly. Because of any of the
above reasons if the policy rules are changed and depending
on that the firewall rule set is also modified then it generates
several anomalies whether we are inserting or deleting or
updating any of the rule in the rule set. So the main
challenge is not to establish a firewall but maintain it and
performing desired security actions is most challenging job.
Research techniques defined till now are able to detect
various types of anomalies in the rule set, reordering of rule
set, optimization of rule set statically and based on the
behavior of the network traffic. The rule set if contains any
rule which is irrelevant i.e. it does not match any of the
incoming or outgoing packets along specified time duration
then that rule should be identified and removed from the
rule set. Such an irrelevant rule makes extra time and space
overhead which decreases the firewall performance. The
irrelevant anomaly is not yet properly detected and no
research technique yet has described the removal method
for it.

VII. CONCLUSIONS AND FUTURE DIRECTIONS
Most of the papers discussed are intended to perform
the anomaly detection and removal by using different
techniques. All of them consider that the rules are written
in predicate like language. The policy rules have very simple
attribute like fields but in some cases some firewalls define
the rules with time parameters defined within the rules, and
the actions performed are restricted to be only accept and
deny. One more observation was carried out about the
anomalies that almost no paper includes irrelevant anomaly
as important one, but we observe that due to the effects of
it the rule size is increased enormously.
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